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HIPAA Compliance
We've Only Just Begun

by Karen S. Lovitch, Esq., and Stephen R. Bentfield, Esq.

have occurred in recent months
related to the administrative
simplification provisions of the
Health Insurance Portability and
Accountability Act of 1996 (HIPAA)
and the privacy and security regula-
tions implementing those provisions.
Most noteworthy was the April 21,
2005, deadline for compliance with
the HIPA A Security Rule. As of that
date, covered entities should have
implemented appropriate safeguards
to protect electronic protected health
information.
Generally, the HIPA A Security
Rule requires covered entities to:
Assess the security risks with
respect to electronic protected health
information
Implement appropriate adminis-
trative, physical, and technical safe-
guards to address those risks
Review and assess these measures
in light of new and emerging
electronic security threats.

S everal significant developments

The key feature of the Security
Rule is flexibility. The rule affords a
covered entity “flexibility” to tailor
safeguards in light of the organiza-
tion’s size and capabilities, its tech-
nical infrastructure, its hardware
and software capabilities, and cost.
Flexibility is achieved through 42
required and addressable implemen-
tation specifications.

In particular, a covered entity
must have policies and procedures
to ensure confidentiality, integrity,
and availability of all electronic pro-
tected health information that the
covered entity creates or handles. The
organization must protect against
any reasonably anticipated threats
to the security or integrity of such
information as well as any reason-
ably anticipated uses or disclosure of
such information that are contrary
to the HIPA A Privacy Rule. Finally,
the covered entity must ensure full
compliance by its workforce through

16

security training, periodic security
notifications, and other means.

While covered entities are substan-
tially complying with the HIPAA Pri-
vacy Rule, a survey revealed that they
still lag behind on implementing safe-
guards to protect electronic protected
health information under the Security
Rule.! Overall, 91 percent of respon-
dents (all of whom were privacy or
security officials and others who work
in the healthcare industry) reported
that their respective organizations
were more than 85 percent compliant
with the HIPA A Privacy Rule stan-
dards. Only 17 percent of respondents
reported that they were completely
compliant with the Security Rule
standards. While 43 percent described
themselves as 85 to 95 percent compli-
ant with the Security Rule standards,
26 percent reported being about 50
percent compliant and 12 percent were
less than 50 percent compliant.

Entities that have yet to comply
fully with the HIPAA Privacy or
Security Rules can take some com-
fort in knowing that the U.S. Depart-
ment of Health and Human Services
(HHS) does not plan to take a puni-
tive approach to enforcement. As
explained in the proposed enforce-
ment rule published in the April 18,
2005 Federal Register, HHS intends
to promote and encourage voluntary
compliance with the HIPAA rules
through education, cooperation,
and technical assistance, rather than
through heavy—handed enforcement
measures.?

According to the proposed regu-
lations, enforcement activities typi-
cally arise as a result of complaints
filed with HHS’s Office of Civil
Rights (OCR). Following receipt
of a complaint, the OCR conducts
an investigation and usually works
with the targeted entity to resolve
potential violations informally at the
earliest stage possible.

The proposed rule also includes an
important clarification on business

associate agreements. It states that a
covered entity is zot liable for a busi-
ness associate’s HIPA A violations
as long as the entity has complied
with the business associates rules. An
entity zs responsible for the violations
of other agents, including employees.

If the complaint is not resolved
informally, HHS may impose a civil
monetary penalty of up to $100
per violation, and no more than
$25,000 for identical violations
during a calendar year.

In the end, compliance efforts
should be ongoing. For instance,
a provider adopting an electronic
medical records system must con-
sider the interplay with HIPAA’s
Privacy and Security Rules, as
recommended by the June 2004
report issued by the President’s
Information Technology Advisory
Committee.’ Covered entities must
continually monitor implementation
and, if necessary, revise policies and
procedures to reflect changing needs
and technological developments. @1
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