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E·Health and Oncology:
A Legal Perspective
by J. Peter Rich, J.D.. and SCott A. Edelstein, J.D., M.P.A.

or many health Care
providers. e-healtb
via the Internet and
other cyber tools
may represent borh
an alternate source
of revenue and a
more cost-effective

means of health care delivery.
Unfortunately, to stay financially
afloat in these difficult economic
times,a number of providers aTC

taking legal risks of which they may
be unaware. Here are a fewexamples
taken from real-life tnrW.ctions:
• An oncology practice's market­
ing plan promotes a supplier's
products via the Intern et. The prac­
tice is expect ed to refer patients to
the supplier's web site in excha nge
for a percentage of the price of th e
products sold.
• A pha rmaceu tical firm enters
into an arrangement with an o ncol­
agist who provid es a list of all
patients who have recently been
p rescrib ed one of its drugs.
• An oncologist in an e-heahh
network subsidizes the network's
COStS, while other physicians in the
same network routinely refer
patients to that on cologist.
• An o nco logist sets up a website
to provide advice to Internet users
300m their illnesses and alJows
other oncologists to be listed on
the web sire fo r a fee.
• A group of oncologists fo rms a
general business corp oration to
contract wi th physicians in other
states to provide teleconsultarion s.

Each o f th ese situations could
involve legal violations. d epending
on the types of services involved
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and the p recise terms of the trans­
action (suc h as th e ways in which
the part icipants are compensated,
the precise method in which the
transaction is structured, th e regu­
latory or other legal framework
under which they arise, and the
type of reimbursement available for
the app licable health care services).
Determin ing whether a practit ion­
er 's conduct is legal o r not requ ires
a thorough and often complex legal
analysis o f each o f these factors.
Before yo u conte mplate develop ing
or participating in an e-heahh
enterprise, having at least a basic
understanding of these issues will
help to lessen your legal risks.

PAnENT CONFIDENTIALITY
ANDPRIVACY
As practitioners increasingly use
technolog y to transmit med ical
records, perfo rm image transfers,
and conduct electron ically assisted
consultations, q uestions of patient
privacy and confidentiality arise.
The potential for interception and
misappropriation of confidential
patient information can be signifi­
cant. A typical pat ient's medical
record may be viewed by dozens of
people, includ ing a dinical labora­
tory , employee wellness program,
retail pharmacy, managed care
orpn!u t!on. and accredi ting
crgaruzanon.

'T0 alleviate this concern, federal
and state laws have establ ished
standards for the maintenance of
patient medical records and proto­
cols ro protect the confidential ity
of individual patient info rm atio n.
whether in electronic form or oth­
erwise. Unfortunately, there is littl e
consistency in this patchwork of
state laws, which presents a signifi­
cant challenge fo r interstate
e-health providers.

The feder al H ealth Insurance
Portability and Accountability Act

of 1996 (HIPAA) seeks to safe­
gua rd the privacy of individu ally
identifia ble health informatio n by
regulating its use and disclosure.
Except for certain limited excep ­
tions, HIPAA prohibits the disclo­
sure of patient-identifiable infor­
mation to a third-party for reasons
unr elated to payment, tr eatmen t,
or health care op erations unless
the patient's express written aurho­
riearion has been obtai ned. Under
recently pub lished pri vacy regula ­
tio ns interp reting HIPAA,
oncologists and other health care
prov iders will have until April 14,
2003, to establish po licies and
procedures to comply with the
pri vacy requirements. A violation
of these regulations could result in
significant mon etary penalties and
even imp risonment .

In addi tio n. the Centers for
Medicare and Medicaid Services
(eMS, formerly the H ealth Care
Financing Administration ) issued
guidelines gove rning the Internet
transmission of patient-identifiable
information for Medicare patients.
The new poli cy permits eMS staff,
contractors, and subcontractors
to use the Int ernet for "sensitive
data " if appropriate encryption,
authentication, and iden tification
procedures are used. Many
obs ervers have hailed the new
policy beca use it revised the
agency 's longstanding prohibition
against using the Intern et to
transmit certa in e MS data.

IllAU'IIACTICE
Oncologists need to know whether
their malpractice insurance policies
cover e-heah h services. and if so,
whether such coverage appli es to
services provided to patients locat­
ed ou ts ide the practitioner's state
or COUntry. Teleconsultation net ­
works that cross state or inte rna­
tional boundaries create additional
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uncertainties about the jurisdiction
where a malpractice lawsuit may be
litigated and the laws that may
apply. Jurisdictions have different
statutes of limitation and, more
importantly, different statutory
limits placed on the amount of
malpractice awards. Depending on
how the e-health venture is struc­
tured and the jurisdiction(s) in
which it is located, there is the
potential for vicarious or corporate
liability for a teleconsultant's
malfeasance. Therefore, it is essen­
tial that professionals providing
medical services through an
e-health network have sufficient
malpractice coverage.

In a teleconsultation, questions
also arise concerning which stand­
ard of care should be applied in
malpractice suits. For example, if
the community standard of care is
upheld, which community standard
applies-that of the rural commu­
nity where the referring practition­
er is located or the urban communi­
ty where the consulting practitioner
is located? Because e-health practi­
tioners could practice nationwide, a
good argument can be made that a
national standard of care should
apply. The recent establishment of
a web-based repository for clinical
practice guidelines by the Agency
for Health Care Policy Research
(AHCPR) (see http://www.guide­
line.gov) will likely bolster this
argument.

Malpractice carriers are divided
on the issue of whether providers
should maintain a videotaped
record of telemedicine encounters.
Videotapes can be a double-edged
sword. On the one hand, a video­
tape can assist in the defense of a
malpractice case if it demonstrates
that the provider met the appropri­
ate standard of care. On the other
hand, if the provider arguably devi­
ated from that standard of care, a
videotape can powerfully support
the plaintiff's case.

Another issue is whether an
e-health encounter creates a physi­
cian-patient relationship. Such a
determination may be difficult
when a patient does not have direct
contact with the consulting practi­
tioner. For example, if an oncolo­
gist reviews a patient's medical
record, that review could be
deemed either an informal consul­
tation between two colleagues or
the establishment of a formal

physician-patient relationship.
Unfortunately, the answer is uncer­
tain due to the lack of professional
guidelines and clear legal precedent.

A WEB OF LEGAL CONCERNS
In addition to patient confidentiali­
ty and malpractice issues, there are
several other legal issues to ponder.

Informed consent. Standard
informed consent principles require
a physician to provide enough
information to the patient to allow
the patient to make an informed
decision about both his or her
diagnosis and treatment. If remote
consulting is an integral part of the
care being provided, it may be nec­
essary to disclose information
about the e-health system, the
potential risks and benefits of
e-health, and the limitations of the
equipment and telecommunications
technology. The physician who has
ultimate responsibility for care and
primary diagnosis should obtain
the patient's oral and written
informed consent prior to an
e-health encounter.

Licensure and credentialing.
Although many e-health interac­
tions are already crossing state and
national boundaries, legal prece­
dents for remote professional
licensure are not yet established.
Currently, physicians and other
health care practitioners must
satisfy numerous requirements to
obtain a license to practice medicine
in each state and be credentialed to
practice at each health care facility.
The Federation of State Medical
Boards (FSMB) has proposed that
licensure and certification require­
ments be standardized to allow
practitioners to perform services
across state lines without having to
undergo re-examination and/or
refile fees. The FSMB has drafted
model legislation to facilitate the
practice of telemedicine across state
lines; however, several states have
enacted legislation requiring full
and unrestricted state licensure of
out-of-state health care providers.
An oncologist interested in provid­
ing advice via the Internet to con­
sumers should be cautious about
whether such advice constitutes the
practice of medicine in the state
where the consumer is located, and
therefore might unwittingly cause
the oncologist to be subject to the
state's medical practice laws.

Some jurisdictions have infor-

mally indicated that the establish­
ment of a telemedicine presence
may even be considered a new
health service subject to the juris­
diction's certificate of need and/or
facility licensing laws. Before estab­
lishing a telemedicine presence in a
state, applicable state law should be
reviewed, and, if necessary, the
local health planning department
should be consulted.

Managed care regulation.
E-health entrepreneurs have set up
physician networks similar to pre­
ferred provider organizations
(PPOs), and then have offered a
"medical access card" for sale on
their web site. These cards, which
are generally sold for a nominal
amount such as $25 per year, entitle
the purchaser to receive discounted
rates from the company's provider
panel. Since these cards are not
offered by or through licensed
health insurers or HMOs, and are
not offered under a self-funded
ERISA plan governed by the U.S.
Department of Labor, they may
run afoul of state insurance/HMO
laws (as well as the corporate
practice of medicine as discussed
below). For example, over the
past two years the California
Department of Managed Health
Care (CDMHC) has taken a partic­
ularly aggressive regulatory posture
with respect to such health pro­
grams, devoting the time of at least
one of its attorneys to "surfing
the net" to uncover web sites that
target California consumers.
Numerous such web sites had been
forced by the California regulators
to cease offering their programs to
California residents. However, on
June 7, 2001, the director of the
CDMHC reversed this position
and declared that these programs
were outside its jurisdiction and
therefore regulated only by applica­
ble consumer protection laws.
While California often sets regula­
tory trends for the country, each
state's insurance and HMO regula­
tions should be considered when
health benefits programs are
offered to that state's residents.

Corporate practice ofmedicine
and fee splitting. E-health networks
are frequently owned and/or operat­
ed by a separate legal entity that
does not hold a medical, insurance,
or HMO license and that contracts
with physicians to provide telecon­
sultations. This arrangement could
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be problematic in the many states
where the practice of medicineor
professional "fee splitting" by either
unlicensed individuals or non-med­
icalcorporations is prohibited. The
rationale behind these prohibitions
is to prevent physiciansand non­
phrsicians from engaging in finan­
cia relationshipsthat could adverse­
lyaffectthe quality of medical care.
Somestates provide limitedexcep­
tions to this prohibition for HMOs,
professional corporations. and hos­
pitals.E-heahh ventures must be
structured carefullyto avoidsuch
corporate practiceand fee-splitting
prohibitions.

Fraud and abuse/self referral.
Any financial arrangement among
practitioners in an e-healrh network
may raise issues under federal and
state antifraud and abuse and self­
referral laws,particularly because
network participants,due to their
technological ties, may be tempted
to refer patients to eachother. For
example, if an oncologist in a tele­
consultingnetwork subsidizes the
network's capitaland/or operating
costs and other physiciansin the
network refer patients to that oncol­
ogist,state and federal agencies may
conclude that such subsidieswere
intended to lock in a referralstream.
In addition, many states prohibit
physiciansfrom receiving a commis­
sion in exchange for referring
patients, and at leastone state has
determined that such an Internet
marketing arrangementis prohibited.

Franchise laws. Franchise laws
require the registration of arrange­
ments under which one party (the
"franchisor") requires another
party (the "franchisee") to 1) adhere
to the franchisor's marketing plan,
2) licenseuse of the franchisor's
trade name to the franchisee, and
3) collect a fee in return. Whether
the parties refer to themselvesas
"franchisors" or "franchisees," the
failure to register an arrangement
that meets those three elements
may subject the franchisor to thou­
sands of dollars in daily fines. Some
health entrepreneurs haveattempt­
ed to interest physicians in becom­
ing unwitting "franchisees" under
such an arrangement, though the
entrepreneur has never registered
as a franchisor.

Intellectual property. Much
e-health technology is subject to
restrictions based on intellectual
property law. For example, com-
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•
unlawful price-fixing

arrangement may arise if

oncologists in an e-health

network reveal financial or

charge data to one another

directly or indirectly.

puter software and other original
works of authorship "fixed in a
tangible medium of expression" are
protected by federal copyright law.
Equipment used in e-health sys­
tems may be subject to patents.
Even business processes may now
be patented, and other aspectsof an
e-health system may be protected
as trade secrets under state law.

Antitrust. Providersmust be
especially cognizant of the antitrust
or price-fixing risksof database
structure and usage, especially if
anticompetitive risks arisefrom its
use. For example, an unlawfulrrice­
fixing arrangementmay arise i
oncologistsin an e-health network
reveal financial or chargedata to one
another directly or indirectly.

Electronicprescribing. Techno­
logicaladvances now allow physi­
cians to prescribe medication
electronically via e-mail from a
prescriber to a pharmacy or via
electronic submission from a pre­
scriber's hand-held deviceto a
pharmacy. Some states do not
allow prescriptions via electronic
means, and those that do permit
electronic prescriptions may not
do so for certain controlled sub­
stances.The recent enactment of
the Electronic Signaturesin Global
and National Commerce Act,
which giveselectronic signatures
the same legalsignificance as inked
signatures, should help further the
expansion of this aspect of the
e-health industry.

The Drug Enforcement Agency
and many state pharmacy boards
are in the process of reviewing
existing prescription guidelines to

address electronic prescriptions.
Recently, the Federal Trade
Commission launched Operation
"Cure.all," a comprehensive law
enforcement and consumer educa­
tion campaign targeting Internet
health fraud, and severalstates
have taken legalaction against
fraudulent online pharmacies.

Medical device regulation.
Certain e-healthsoftware and
hardware are subject to the Food
and Drug Administration (FDA)
approvalprocess. The FDA's
Center for Devices and Radiological
Health recentlyestablished guide­
linesfor regulationof telemedicine
devices. As the FDA's regulation
of e-healthdevices grows, providers
are advised to consultwith appro­
priate counselprior to marketing
new e-healrh technology.

ETHICAL C1UIDEUNES
In addition to legal issues, ethical
quandaries havedevelopedfor
e-health providers, includingdeter­
mining when a physician/patient
relationship is established,whether
a remote examinationcan be substi­
tuted for an in-person examination,
the quality of the content on a web
site, the possibility that advertising
and sponsorship will improperly
influencecontent, and the possibili­
ty that personal privacy and confi­
dentiality will not be preserved.

Several voluntary ethical
organizations have emerged to
address these issues (e.g., Health on
the Net, Hi-Ethics). The American
Medical Association recently creat­
ed guidelinesfor AMA web sites,
which the AMA believes could also
be used to provide guidancefor the
creators of other web sites that
provide medical and health infor­
mation for professionals and con­
sumers. The guidelines are intended
to alleviateconsumer concerns and
monitor health care provider con­
duct relating to the security of
electronic financial transactions,
privacy and confidentiality of
patient medical information, and
advertising content on the site.

While many e-health practition­
ers have found the legal issuesand
uncertain regulatory environment
daunting, some of the issues have
relativelystraightforward solu­
tions. With careful planning, oncol­
ogists and other e-health providers
can greatly reduce their legal
exposure. '411
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